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3.6 ¥ % 23 B (Security vulnerability)
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3.26 % > ¥ # p 3 (Security event log)
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3.32 % F]3 g% (Multi-factor authentication, MFA)

fodn & & Ew| e B - B0 Fl gl > FUETEL L BT 3
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3.33 sv» & 2 (Forward secrecy, FS)
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PR RLE RIS S i
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3.35 i& R F #(Telemetry data)
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51 WL 2B R
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5.2.2 B 1" BB IRBE 2

5221 & FR 2 RRIRIFEE MF R ESBIRGE2TF > B2 &2 & FEY R A G
AR RN DT A PP R A ST B R T 2 RRIRIE FL AT L LR
B PR AR A B i o

5222 A& Tic b L ERIFTH L wie ¥ K 2 ALl FRITAH T B -

523 L A% 2

5231 & M5 & LATIS A

5232 A%F A BRI H L AT RMLATRHF B2 B RE L FERB R © BHEY
NIST SP 800-140C, CMVP Approved Security Functions(14) 742 ¥ 2. ¢ &

Fo PR A ST BB EEMN L UREY B AP A I TAREGE
W AR 2 AT R T AL o

5233 A FF A HERF LA H{AREREEL 2y > P X 2UFgRARPE
THigr A ) R R AL R L ED » £ > i (Forward Secrecy) » H ¢ 3%
Lo FU R ERBEREE M U E G oo (de B EB A 7 R BERE
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5.24.1 & ST T DTS LT AL » 0 RARIE B AR B -

5242 & Stk B4 EH|F1F s A fR R 2 SAR(F F AR R 2 D4R BP
% pEg 0 @ R F A N3 * NIST SP 800-140C, CMVP Approved Security
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5243 A F e ! A4 E RARR > MAEF LG LR o

5244 st T 5 23T A S en% > % 3 (Security domain) > 2 & ¥ (T E IR B R4 o

S25RRERAGE R

52514 %2 #F #=A% 2 k77 231 Injection 2 Cross-Site Scripting (XSS)sz # 2
)

5.2.6 ONVIF (Open Network Video Interface Forum) & * #:% 4/ & (APD)=%
>

52.6.1 ONVIF & * 258 16 > Je & & £ o gul 4] > ¥ H @wid]L 2k 54.1.1 2
54122 % F -

526.20NVIF s * 4258 G > Hil FAES % > % 542338 £33 2 975 & £ o
5.2.6.3ONVIF 5 * 4258 4 6 » H 8 UF #1208 543358 35 2 974 & £ o
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5301 AR TR BT 2

S3LLATE T2 PR BWMPRBLEL 2L > 2 X 2L FRIR & T isr

Ay & o BFRFEGRIERRELED wE > i (Forward secrecy) °
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e %

5.3.1.3 @ F (TR 2 % 2 o A 4% ABS256 ¥ & 011 4 55 R i B 5

532 AT AT E D

5321l A S Bk ER Y F@p TH/M TRREELTWER ) 2 s L EET
* gt € (UPnP) ~ i B it ¢ 25 < (SNMP) %2 % fe ¥ i 3 < (Bonjour) ©
5322 R BB FREAAGFTIE T FE L2 “f&k’fix‘ °

5323 A 52 MR ML T (L4 B) 0 # s e FASLAER 0 ¢ ML E R L
BEE A MR B ERF o ERASTFIE L ¥ A RIP ) e

533 Wi-Fiid % 2

(S}

331 A Sk ER? FFp TH/M TWIi-Fi %% E (WPS), 2 WPSPIN # it » @
HAapRE s B PR -

5.3.3.2 Wi-Fi ih% > #4]58 % ludk * T Wi-Fi %3 585 (WPA) > » Wi-Fi %% 552 %
A & T Cy il R o

5333 A% A4 Wi-Fi 2 2> 7 75 adpifdifF @ ¢ AL E R ~ U L3y
A MR R ERASFIE L HFR R ) .

5.3.3.4 Wi-Fi :u38 % > 84k £ 42 802.1X 2 »+ 3 e % 75 B~ 4| (Port-based networks

access control) °
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5425 (Fa5% R R PSRRI AT W THRAIGY L THFRY FES L
rer o 2ne 3By
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4
M
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' B 20)
110 : Poor Physical Security
Ensuring only required external ports such as
5.1.1.1 USB are required for the product to function. }
Ensuring the product has the ability to limit
administrative capabilities.
5.1.2.1 i ]
5.1.2.2
12 : Insufficient
S 131 Authentication/Authorization i
Ensuring that password recovery mechanisms
are secure.
19 : Insecure Software/Firmware
5.1.4.1 Implement the secure boot if possible (chain }
of trust).
5.2.1.1 ) 13.1 .
52.1.2 13.2
I3 © Insecure Network Services
5221 Ensuring only necessary ports are exposed -
and available.
19 : Insecure Software/Firmware Core Spec. —
5931 Ensuring the device has the ability to update | 11-1 Ver. 16: 12
(very important, need secure update 11.2 4.5.5 Firmware
mechanism). Upgrade
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Ensuring the update file is encrypted using
accepted encryption methods.

Ensuring the update file is transmitted via an
encrypted connection.

Ensuring the update file does not expose

sensitive data.

19 : Insecure Software/Firmware

11.1
Ensuring the update is signed and verified
52.3.2 she P s 11.2 :
before allowing the update to be uploaded 11.6
and applied.
5233 | N/A H -
I8 : Insufficient Security Configurability 8.4(a)(b)
5241 Ensuring the ability to separate normal users | ;4 ; i
from administrative users.
I8 : Insufficient Security Configurability 8.3(a)
5242 Ensuring the ability to encrypt data at rest or 10.1 -
in transit. 10.3
5243 N/A 10.1 -
I8 : Insufficient Security Configurability
Ensuring the ability to encrypt data at rest or
5244 in transit. 10.1 )
12 Insufficient Authentication/Authorization
Ensuring credentials are properly protected.
I1 : Insecure Web Interface
5.2.5.1 Ensuring web interface is not susceptible to )
XSS, SQLi or CSRF.
8.3(b)
526.1 12 © Insufficient 8.3(c) )
5.2.6.2 Authentication/Authorization 8.3(d)
8.8
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Ensuring that the strong passwords are
required

The app authentication is required.

8.9

5.2.6.3

12 : Insufficient

Authentication/Authorization

Ensuring granular access control is in place
when necessary.

I8 : Insufficient Security Configurability
Jump to: navigation, search Ensuring the

ability to separate normal users from

administrative users.

5.2.7.1

I8 : Insufficient Security Configurability

Ensuring the ability to enable logging of

security events.

52.7.2

52.7.3

52.7.4

I8 : Insufficient Security Configurability

Ensuring the ability to notify end users of

security events

53.1.1
53.1.2

14 : Lack of Transport Encryption

Ensuring data is encrypted using protocols
such as SSL and TLS while transiting
networks.

Ensuring only accepted encryption standards
are used and avoid using proprietary
encryption protocols.

Ensuring the message payload encryption.
Ensuring the secure encryption key
handshaking.

Ensuring received data integrity verification.

8.3(a)
9.1
10.1
10.3
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I8 : Insufficient Security Configurability

Ensuring the ability to encrypt data at rest or

1n transit.

I3 : Insecure Network Services

Ensuring network ports or services are not

53.2.1 -
exposed to the internet via UPnP for
example.
110 * Poor Physical Security
5322 Ensuring the product has the ability to limit i
administrative capabilities
I3 © Insecure Network Services
5323 Ensuring services are not vulnerable to buffer 15 )
overflow and fuzzing attacks.
I8 : Insufficient Security Configurability
gggé Ensuring the ability to encrypt data at rest or -
in transit.
I3 : Insecure Network Services
5333 Ensuring services are not vulnerable to buffer )
overflow and fuzzing attacks.
5334 - -
Core Spec. —
Ver. 16.12
5.12.1
12 : Insufficient Authentication
S4LL | o o 58 5.12.3
uthentication/Authorization 39
The app authentication is required. Username
token profile
Advanced
Security
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Service Spec.
—Ver. 1.3

4.2 Certificate-
based Client

Authentication

17 . Insecure Mobile Interface

Ensuring user accounts can not be

5412 8.3(b) -
enumerated using functionality such as
password reset mechanisms
54.13 } -
54.14
12 : Insufficient
Authentication/Authorization
Implement two factor authentication where
54.1.5 possible. -
I7 © Insecure Mobile Interface
Implementing two factor authentication if
possible.
12 © Insufficient
54.1.6 Authentication/Authorization )
The device authentication is required.
I1 : Insecure Web Interface
Default passwords and ideally default
5401 usernames to be changed during initial setup. $.3(¢)
I7 : Insecure Mobile Interface
Default passwords and ideally default
usernames to be changed during initial setup.
5422
54.2.3 I1 : Insecure Web Interface 8.3(b)
5424 -
5425 Ensuring weak passwords are not allowed. 8.3(c)
54.2.6
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Ensuring account lockout after 3 -5 failed
login attempts.

12 : Insufficient

Authentication/Authorization

Ensuring that the strong passwords are
required.

Ensuring options are available for
configuring password controls.

17 : Insecure Mobile Interface

Ensuring account lockout after an 3 - 5 failed
login attempts.

I8 : Insufficient Security Configurability
Ensuring the ability to force strong password

policies.

12 : Insufficient

I5 © Privacy Concerns

Authentication/Authorization Core Spec. —
Ensuring granular access control is in place 2.2 Ver. 16.12
5.43.1 . 5.12.2 User-
54390 when necessary. 8 4(a)(b)
I8 : Insufficient Security Configurability based access
Ensuring the ability to separate normal users control
from administrative users.
I5 : Privacy Concerns 8.4(a)(b)
5.5.1.1 Ensuri 1 horized individuals h -
5510 nsuring only authorized individuals have 115
access to collected personal information.
I8 : Insufficient Security Configurability
55.13 Ensuring the ability to notify end users of )
security events
14 : Lack of Transport Encryption .
3.5.2.1 Ensuring the message payload encryption ” -
5.5.2.2 8 ge pay DYPHOR 103
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Ensuring any data collected is properly

protected with encryption.

33



Q ﬁﬁﬁg%*. E’lﬁ:w : TAICS TS-0014-1 v2.0:2021

3 PR

(1) CNS27001 Fifjbr—% 2P jiF—FA L 2§12 58— % RE A

(2) ANSI/CAN/UL 2900-1 : 2017 Software Cybersecurity for Network Connectable Products,
Part 1 : General Requirements

(3) GSMA corp., IoT Security Guidelines for Endpoint Ecosystems

(4) Open Web Application Security Project (OWASP) org., Top [oT Vulnerabilities [viewed
2018-05-16]. Available at https : //www.owasp.org/index.php/Top_IoT Vulnerabilities

(5) #axrd, GARAEL, 0T tF+2) T 4414 K74 Y verl0

(6) TAICS TS-0014-2v2.0 : 2018 B2 1§ & ¥y 4 SLF X R -% - 30 0 i

(7) TAICS TS-0014-3 v1.0 : 2018 ¥ i E 7 % ML F F R 8-5% = 3% 1 2 ijs 48

(8) TAICS TS-0014-4v1.0 : 2018 2 &4y d M X B-Fw I8 I pRBEFEE

(9) National Institute of Standards and Technology(NIST), National Vulnerability Database,
https : //nvd.nist.gov/vuln/full-listing

(10) First, Common Vulnerability Scoring System v3.0 Specification, https :
/Iwww.first.org/cvss/specification-document

(11) i7 Febes 3%, B 4 F4L &%, Dec., 2015

(12) Frcle R 7F L% 2 § FWHMITPRIE Y &, Fofirle i 28 % Microsoft Windows 8.1 (V1.3)

(13) National Institute of Standards and Technology(NIST), "Announcing the ADVANCED
ENCRYPTION STANDARD (AES)", October 2, 2012.

(14) National Institute of Standards and Technology, NIST SP 800-140C, CMVP Approved
Security Functions, available at URL: http://www.nist.gov/cmvp.

(15) Open Web Application Security Project (OWASP) org., OWASP Top Ten 2017 Project
[viewed 2018-05-16]. Available at https : //www.owasp.org/index.php/Category :

OWASP Top Ten 2017 Project

(16) RFC 3550, RTP : A Transport Protocol for Real-Time Applications

(17) RFC 2326, Real Time Streaming Protocol (RTSP)

(18) RFC 5246, The Transport Layer Security (TLS) Protocol Version 1.2

(19) Open Network Video Interface Forum(ONVIF), Core Specification Version 16.12, Dec.,
2016.

34



- = -}
Q FE??E;E%*Tﬁmﬁj TAICS TS-0014-1 v2.0:2021

(20) Open Network Video Interface Forum(ONVIF), Advanced Security Service Version 1.3,
Feb., 2016.

35



O cvmmmnmans

TAICS TS-0014-1 v2.0:2021

A3k
ok P &
vl.0 2018/06/08 v1.0 $K
v2.0 2021/02/04 v2.0 415

36



TAICS TS-0014-1 v2.0:2021

Btk drid

2§ (v2.0)

R 52 (v1.0)

5111 A &%+ RS BEFHA G
ﬁ%é&ﬁ%}&iﬁﬁﬁﬁ’wé
Tl 8 2 g 3 T AEEF AR
ERadv k=

5111 }iwlﬁ_ﬁxﬁé’#—iﬁ"l‘flﬁlﬂy
K3 WIER A RS ER A
EENS S PR YT

5222 A& 2 ERIER B
BB 'fﬁ & o

gy
o

53.1.1 &g T ,,7‘@&,;@%;??&
@Lﬁ&iiﬁ’f*iﬁﬁﬁi@
BE T Ay R R B AR
iR L e £ > i (Forward
secrecy) © 5.3.1.2 iz av g L F AL 1@
B2 2l £0 o0 d b g

BABEE LI § ol ) 4o
’B&ﬁ‘i 4 “;:ﬁﬂ s *é'%\%vf‘l‘ )& PE—
f EHE o

5311 SR AL TR 2 R 8 TR
S 2 P P X UG RAFH
& Twtler A) en® £ PRSI
HERELES L >0 (Forward
secrecy) » H ¢ 3t ¥ 4 @ouiE A2
BIGHEEZE > B G T (e B
FHH o BEHRNE BHE

5422 i 7% R R A PR R
fE R 2 W S R i AL
RIS N 8 BFA A ER @
EELEE 0013 SR

5422 i fﬂ%%ﬁf;wm%a’zfﬁv i
B£‘§7 i rr,{:j%}%lﬁjzkxﬁf‘?—;l i T E R

IR 8BEF o

5423 @ 5% R R A SRR
AL A2 i FARE RPN TR
FARBRET A AT AP =
lEr A BF L (AT Z);2.®
I BF A (a Pl 2); 310 iEimdk

] 9);4.2tE > 5232 (B

P B X

4
dot 1N S HS %) :

5423 i A5 5% & R B SRRSO E B
ARz A FHBRRES W FTHY 2
FARGET A EF A hZ 4
lLEr> B3~ (AT 2);2.8~% ]
BF o (a3 2310 2x&F (0
Fl 9 4tE 2 F A F A (B
el IS # %) e

[

Hppr 2 @ Amamk? Lo

(1 AR FAEE 2R
G R I AR B
PIRT 7 ﬁmﬁbwwﬂﬁﬁtéﬂ
DT E A KA P ARR R L
£ o

g

37




@ AMREERELGE

TAICS TS-0014-1 v2.0:2021

g 5512 @ FHA iy TR
2 +”x$ia}§xquﬁ AL ©
5415 fi:: 4 E PKIS | 5415 & &2 &9 4 ki 73
R 5@% %# Fw e
5521 BF TR BEFRE [ 5521 BFFHL ERBEFRAL

iﬁ$lﬁg’f&£i¢%#%ﬁ
& Tt A g oo B PF £ AR
B3R ED v X > i (Forward
secrecy) © 5.5.2.2 ¥ AT'EF T T@ﬁis?l
2% piig o BPOE L EREAA

«)&)&;%_5 : r}; -»}g -\;:,]4 y b o Jf%ﬁ
B~ o Rt s B
s

WA RUE X PAFERAGR L
Tetar A PR R B AR IR
WA E S » & > s (Forward
secrecy) » H ¢ 3t 4 g i A7 P 55?
BEEEFL > A F okl F
HHE 3P BERNZERE
BEE)-

38




